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ZNN reports another wave of citizens being brought into the
Springfield hospital with severe breathing problens, onset of
shock, or signs of massive internal bl eeding denonstrated by
vi ol ent coughi ng of blood. Since Mayor Quinby’s receipt of a
potentially contam nated letter that resulted in the closure of
City Hall, and the letters that followed to | ocal businesses and
schools, the city has been placed under watch and individuals
that are already inside the city limts have been encouraged not
to | eave.

This just in: ZNN reports that a suspected terrorist,
referred to only as Honmer, has just crashed a truck of an
unknown si ze, presunmed to be full of explosive, into two tanker
trucks parked adjacent to the Springfield Nuclear Plant. A
dense green cloud is seeping out of the first tanker, bringing
down the first waves of responders, as the second tanker slowy
burns, threatening to rupture the plant’s core walls. The
mayor, after “googling” for chem cal response units, has called
the U S. Marine Corps’ Chemcal Biological Incident Response
Force (CBIRF) for help. Riots have already broken out in
Springfield sparked by the fear of pending nuclear fallout.

Two days later, after all the necessary requests have been
conpl eted and several response headquarters stood up, CBIRF
receives an order to deploy. They arrive in Springfield to find

the streets filled corpses show ng signs of chem cal poisoning.



Introduction

Mlitary support to civil authorities systemis not able to
respond to the Springfields of this country. Currently, the
United States Marine Corps has several units with specific
m ssi ons of honel and defense and honel and security. Many | aws
and regul ati ons have been established to make their execution
feasible inside the United States, but the command and contro
systens in place are not appropriate and adequate for the

acconpl i shnent of their m ssions.

Background
Honel and security and honel and def ense are not new terns or
concepts, and have been around since the birth of the nation.
Since the creation of the armed forces, one of their primry
obj ectives has al ways been to secure the United States from an
attack. This has not, and will not change, even though the
enem es and their nethods have and will continue to change.
Since the end of the last world war, as one of the m ssions
within the U S., the mlitary perforned outside its traditiona
roles and provi ded “special assistance” in consequence
managenent and mitigation in response to weapons of mass
destruction (WWD) chem cal biological radiological nuclear or
hi gh-yi el d- expl osi ves (CBRNE) attacks. The 1995 Tokyo Sarin gas

subway attack showed how even well-organi zed and equi pped first



responders can be quickly overwhel med by a CBRNE attack, even
one that was not successfully deployed. The President saw a
need for U S. response capability and turned to his mlitary
for an answer. The Marine Corps’ Conmandant responded with the
best solution and created the Chem cal Biological Incident
Response Force (CBIRF) in 1996.

At its creation, the mssion of CBIRF was to respond to, or
a credible threat of, chemical or biological incident in order
to assist the local first responders. However, that m ssion
changed over tine, and a few weeks prior to the 9/11 attacks,
CBI RF was schedul ed for di sbandnent (the fiscal year 2002 budget
for CBIRF was zero)! as there seenmed to be no missions for this
specialized unit. Then canme the attacks of Septenber 11, 2001,
and the security situation in United States changed. “Anti-
Terrorisni was the buzzword of the day, priorities got re-
shifted, and CBIRF was not only saved, but also approved for an
i ncrenent in manpower of over twenty five percent.

The m ssion of CBIRF, in order to cover all the potenti al
terrorist attacks, was changed to: “when directed, forward-
depl oy and /or respond to a credible threat of a Chem cal,
Bi ol ogi cal , Radi ol ogical, Nuclear, or High Yield explosive
(CBRNE) incident in order to assist local, state, or federal
agencies and Unified Conbat Commanders in the conduct of

consequence managenent operations by providing capabilities for



agent detection and identification; casualty search, rescue, and
personnel decontam nation; and energency nedi cal care and
stabilization of contam nated personnel”?

Subsequently, the U S. mlitary created nunerous other
units to help in the fight against terrorism Few of these were
i ke CBIRF, action oriented, but the mpjority were just
addi ti onal new | ayers of headquarters. The Marine Corps
reestablished the 4'" Marine Expeditionary Brigade, as a parent
command to CBIRF, and upon the creations of the U S. Northern
Command ( NORTHCOM), created the MARFORNORTH conponent, to be
staffed by the existing MARFORRES personnel.® 1In addition to
NCRTHCOM addi ti onal standing Task Forces were created (Joint

Task Force Civil Support and National Capital Region) again with

no troops, just headquarters.

Legal Framework
Starting with the U S. Constitution and laws like the
Posse Comitatus Act, Economy Act, and Stafford Act, the
regul ations regarding the use of mlitary were defined. Many
interpreted these regulations differently; thus, the one thing
that was m ssing was a common, unified, summary interpretation
When addressing the issue of mlitary response within U S.

borders the first legal issue that is brought up is the Posse



Comitatus Act. Part of the U S. Federal Law (18 U S.C. § 1385)
and passed in 1878, it states the foll ow ng:

Whoever, except in cases and under circunstances

expressly authorized by the Constitution or Act of

Congress, willfully uses any part of the Arny or the

Air Force as a posse comitatus or otherw se to execute

the laws shall be fined under this title or inprisoned

not nore than two years, or both.*

| f taken directly wi thout any of the anplifying | aws, Posse
Comitatus Act states that the mlitary cannot be used as a
police force. However, subsequent |aws have added the foll ow ng

exceptions:

e National Guard units while under the authority of the

governor of a state;

e Troops when used pursuant to the Federal authority to quel
donestic violence with the waiver of President of the

United States in an energency;

e In counter drug smuggling operations (codified 10 USC 371-
78);
e |In energencies involving use of weapons of nmass destruction
(codified 18 USC 831);°
G ven all these exceptions, any actions taken by a unit |ike
CBI RF, whose sole mission is to respond to incidents involving
weapons of mass destruction, fall within the | egal real mof the

U S. Code.



Just like the U S. Code, all the national strategies and
directives, ranging fromthe top, the President’s National
Security Strategy, through all the various |evels of the
Department of Defense and the Joint Chiefs of Staff, state that
the mlitary will respond within the United States to assist the
| ocal authorities in the event of terrorist attacks. The
Nat i onal Defense Strategy, National Response Plan, National
Mlitary Strategy, and the |latest Strategy for Homel and Def ense
and G vil Support all echo the Presidents guidance for mlitary
response®. The guidance is clear, the law pernmits it, the
mlitary can and is directed to respond within United States.

To go even further, a Presidential Directive was published
directing all U S. agencies that would respond to an event (to
include the U S. mlitary) to use the National |ncident
Managenment System (NIMS)’ to help with the command and control of
such event.

The National I|ncident Managenent System devel oped by the
Depart ment of Honel and Security was designed to enabl e
responders at all jurisdictional |evels and across al
di sciplines to work together nore effectively and efficiently.
The key elenment fromthe | essons |earned by first responders
nati onwi de that has been incorporated into the NIMS is the
I nci dent Conmand System (1 CS), a standard, on-scene, all-hazards

i nci dent managenent system already in use by firefighters,



hazardous materials teans, rescuers and emergency nedi cal teans.
The 1 CS has been established by the NIMS as the standardi zed
i nci dent organizational structure for the managenent of al
i nci dents.

Thus the legal framework for mlitary response is set: the
| aw exi sts, clear guidance has been issued and even the system
for execution of that guidance has been codified, but still

problens arise with its execution.

Command and Control

The command and control systens that were present at the
time of the attacks of 9/11 did, and still do, need attention.
The mlitary command and control system which date back to the

m d- ni neteenth century, 8

was still having difficulty adapting to
the joint integration of 1986° and only beginning to include nore
civilian interaction. Any interconmunication capabilities were
al nost non-exi stent, and when present, only because of the
initiative of the local jurisdictions. Joint training rarely
happened, and then only at the highest, headquarters staff only,
levels. Civilian responders did not talk to the mlitary; |oca
and state officials rarely talked to their federal peers.

In some cases, the inappropriateness of the C2 systens is

witten into mlitary regulations. For exanple, within the N M5

the | ead federal agency exercises command and control of all the



responding units. In the case of the first najor bioterrorism
attack in United States, the Anthrax attacks on the U S
Capitol Hll, the U S. Capitol H Il Police Departnment was the
LFA, and all the mlitary units that responded to assi st,

i ncluding CBIRF, reported to them!® However, according to the
nost recent Marine Corps adm nistrative nmessage (MARADM N) on
the topic of civil support, the civilian agency will “at no
time..exerci se any command and control over DOD forces.”!!
However, in the same docunent the statenent is nmade that the
mlitary will use NIM5, the system which centers on single
conmander .

Thi s problem continues with the cases of the newy created
headquarters. In the case of the Joint Task Force Civil Support
(JTF-CS), mlitary unit whose sole purpose is to assist civilian
agencies in case of energencies, the unit conprises only a
headquarters group. JTF-CS does not get to exercise with other
civilian agencies often because of a popul ar belief anong many
first responders that if mlitary arrives on the scene, the
mlitary will assune all command and control and not contribute
to dealing with the problem at hand®?

Anot her exanpl e of an inadequate approach was the process
of nam ng MARFORRES as t he MARFORNORTH conponent to NORTHCOM

As MARFORNORTH, this headquarters group becane the senior Marine



Corps unit responsible for donestic response, but received no
addi tional resources or training to do that job.?*

Communi cation systens that are supposed to hel p command and
control an event have been shown to have the opposite,
i nappropriate, effect. During the 9/11 attacks, and afterwards
this issue was discussed at all levels, especially in the 9/11
commi ssion report and various after action reports. The |ack of
i nteroperability has been identified, however, little has been
done to fix it. The Marine Corps, independently, has taken the
first step in bridging that gap by devel opi ng a Rapi d Response
Systemthat is to mrror the civilian responders radios.
However, due to the restrictions and regul ati ons governing the
di stribution of radio frequency bands, in the current
configurations that the RRS was nade, even this new system w | |
not talk to the civilian counterparts w thout additional

equi pnent .

Conclusion

The Marine Corps has several units that are specialized and
poi sed for donestic response. Although the |laws exist for them
to operate within the United States, the inplenentation of the
current command and control systens are nmaking that response

harder and sl ower. In the case of disaster, whether natural or

10



manmade, the lack of interoperability of the command and contr ol

systens can |lead only to failure.
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